Cyber Resilience Self-Assessment

A one-minute check for Bermuda organisations. Answer honestly.

Independent technology briefings for Bermuda

Bermuda's 2023 Government cyberattack succeeded in the gap between knowing about a critical weakness
and fixing it. Use this to gauge whether your organisation is living in that same gap.

QUESTION YES NO
Have you completed a cybersecurity assessment in the last 12 months? O O
Have all critical findings from that assessment been remediated? | |
Do you know how long an attacker could remain undetected in your environment? O O
Are your backups immutable and separate from the systems they protect? O O
Have you ever tested a full restore from those backups? | |
Has your executive team discussed ransomware before a crisis occurs? | |
Have you conducted a tabletop incident exercise within the past year? O O
Is someone accountable, by name, for tracking remediation to completion? O O
Does your board or leadership team receive cyber risk reports? O O
Do you extend security scrutiny to third parties and vendors with access? O O

How to read your answers. Every "No" is a gap where an incident could take hold. If you answered
"No" to more than two of these, the most valuable lesson from Bermuda's largest cyberattack is not
what happened in 2023. It is what your organisation chooses to do next.

General guidance, not advice for a specific environment. techbermuda.com
Based on the Bermuda Parliament Joint Select Committee report.



